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An Innovative Encryption Method in Chaotic Communication Presented by LSCP, Academia Sinica

The researcher Professor Chin-Kun Hu and the postdoctoral researcher Yao-Chen Hung of the Laboratory of
Statistical and Computational Physics, Institute of Physics, Academia Sinica Taiwan, proposed a new idea
"temporal transfer entropy (TTE)," finding a new encryption method to improve the weak defense of the traditional
method. The article about this idea was presented in {Physical Review Letters) 12th-Dec, 2008. The conception
enjoys a wide range of application; it is meant to draw much academic as well as industrial attention in the world.

Traditional chaotic encryption method is to make use of the chaotic nature of the carriers to encrypt the target
information so that the third side can not understand it. However, along with the development of signal separation
skills, the method and its refinement get insufficient.

Hiding binary messages in causal relationships on a couplemap ring consisting of chaotic elements, signals are no
longer contained in the carriers; they are contained in the instantaneous directional correlations between carriers.
At the receiver, encrypted messages are retrieved with the proposed measure "temporal transfer entropy” (based
on information theory), so that the change of causality between coupled systems gets under monitoring.

The measure "temporal transfer entropy" can find its application in other fields as well such as medicine,
economics, meteorology etc. For instance, before the brain operation on an epileptic, it is significant to be able to
identify the location of the breakout area. With the analysis result about the recording of brain waves and its causal
relations, the surgeon can precisely locate the breakout area and decrease the damage probability. The measure
can also help with analyzing data such as the change of global temperature or the change of the thickness of
carbon dioxide.
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